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Apache

= Apache web server

 Powers over half of the Internet web server
infrastructure

* Mature project, over 7 years old

= Apache Software Foundation
* 1999, umbrella organisation
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“a loose confederation of programmers ...
working in their spare time over gin and
tonics at home” -- The Wall Street Journal




Arbitrary code execution

= Nightmare scenario
* |t's only happened ONCE to Apache 1.3

* and then it was limited to some platforms
* and you didn’t get root

Title Deseriptinn
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Apache Worms
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Who was vulnerable?

= People who didn’t update their systems

* Why didn’t they upgrade?
Abandoned
Install and Forget
Cry Wolf (too much information)
Incorrect or misleading information.
They thought they already had
Inertia, too hard to upgrade

* How can we help?

» Reduce the impact of worms

= Better quality information Everybody thought Somebody would do
. - - it. Anybody could have done it. But

consistent naming Nobody did. And in the end Everybody
got mad at Somebody Because...
Nobody did what Anybody could have
done.

= Easier to upgrade
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Secret: Keep your System up

to date




Security Policy

= Why bother?

= Security response policy for Apache
* Alert Phase

* Analysis Phase
* Response Phase
* Maintenance Phase

= Assumptions

* Just Apache
* Not from a vendor




Alert Phase

Where to get your
information

* How the quality varies
Keep notes

Apache mailing lists
CERT CC

Bugtraq

Full Disclosure
Apache Week
Apache web site

Security Sites




Analysing Vulnerabilities

What is this issue all about? = Vendor

How does it affect you? mailing
* Impact on your organisation lists
* Threat assessment * MARC

How was it fixed?

Requires Detective work
Requires trusted information
sources

* Chinese Whispers
* Press FUD




'Chinese Whispers'

Severity: Medium (Session
hijacking/possible compromise)

A vulnerability exists in the SSI
error pages of Apache 2.0 that
involves incorrect filtering of
server signature data. The
vulnerability could enable an
attacker to hijack web sessions,
allowing a range of potential
compromises on the targeted host.

- Matthew Murphy, Bugtraq




Apache is susceptible to a cross
site scripting vulnerability in

the default 404 page of any web
server hosted on a domain that
allows wildcard DNS lookups. We
thank Matthew Murphy for
notification of this issue.

-- Official Apache Announcement




Apache HTTPD servers versions 2.0.42
and prior, and 1.3.26 and prior,
with wildcard DNS enabled and
UseCanonicalName disabled, are
vulnerable to a cross-site scripting

attack via the error page. Only
versions 2.0 to 2.0.33 have
UseCanonicalName disabled by
default. All other versions had
UseCanonicalName enabled by default
and are not vulnerable unless this
option is disabled.




EXPLOIT : local

A vulnerability exists in the SSI
error pages of Apache 2.0 that

involves incorrect filtering of
server signature data. The
vulnerability could enable an
attacker to hijack web sessions,
allowing a range of potential
compromises on the targeted host.

- Gentoo Security Advisory




Two cross-site scripting

vulnerabilities are present 1in
the error pages for the default "404
Not Found" error, and for the error
response when a plain HTTP request
is received on an SSL port. Both of
these issues are only exploitable if
the "UseCanonicalName" setting has

been changed to "Off", and wildcard
DNS 1s 1n use, and would allow
remote attackers to execute scripts
as other Web page visitors, for
instance, to steal cookies.

- Red Hat Security Advisory




CAN-2002-0840 This is a cross-site
scripting vulnerability involving
the default error 404 pages. It
can occur on all Oracle database
platforms.

- Oracle Security Advisory




Apache is updated to version
1.3.27 to address a number of
issues.

- Apple Security Advisor




Cross-site scripting (XSS)
vulnerability in the default
error page of Apache 2.0 before
2.0.43, and 1.3.x up to 1.3.26,
when UseCanonicalName is "Off"
and support for wildcard DNS 1is
present, allows remote attackers
to execute script as other web
page visitors via the Host.:
header.

-- Apache Week




Vulnerabilities that are being
exploited because of a failure to
upgrade Apache itself include the

404 page cross-site scripting
bug, which manages wildcard DNS
lookups;

Risk level - serious
-- Z/DNet UK
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Apache fixes scripting flaw

Ey John Leyden
Fosted: D40/2002 at 1126 GMT

Apache i1s vulnerable to a number of cross-site scripting attacks.

According to a posting to BugTrag this weelk, the popular YWeb
server platform is vulnerable due to "S5| error pages of the Web
server not being properly sanitised of malicious HTWL code".

Eecause of this, attacker-constructed HTML pages or script code
may be executed on a web client wisiting the malicious link placed
on sites run using Apache. Cookie-based authentication credentials
might be stolen using the attack or, worse, a number of arbitrany
actions might be taken on avictim's machine.

A proof-of-concept exploit has been posted to BugTrag.

Frevious versions of Apache on a wide variety of platform are
potentially vulnerable, as explained in greater detail

Admins are advised to update their Web server software to either
Apache versions 1.3.27 or 2.043 which are both resilient to the
attack. These versions incorporate a fix, as explained in more depth
on Apache's Web site, by security researcher Matthew Murphy, who
reported the flaw. ®




Address @:{ hikbps e sans, org/top20i#102

Back to Top *
U2 Apache Web Server

U2.1 Description

Web administrators too often conclude that since Microsoft's Internet Information Server (II3) is exceptionally prone to compromise
(see WW1. Internet Information Server), the open-source Apache web server is completely secure. While the comparison with IS
may be true, and although Apache has a well-deserved reputation for security, it has not proved invalnerable under scrutiny.
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There hawe heen weaknesses found in Apache. Even the apache. org wehsite was defaced in early 2000, Explaits of core Apache
or its modules in the recent past have been few, but they have been well-documented and guickly utilized in attacks. Among the
tnost recent:

¢ Apache/mod_ssl Worm (CERT Advisary CA-2002-27)
e Apa I
. Address @:{ htkp: v, sans, argftop20) #1U2

Far more Apache security infarmation, see http i sans. argdGold/apache. php and
http: ffweene infosecuritymag. comfardiclesfaprill] features] weh_server sec.shiml.

. Address E_'} hktp: ) fvas, sans. orgfGoldfapache. php

Bottom line: Can Apache be hacked? Absolutely. In fact, even apache.org
itzelf was defaced in early 2000

(see http:packetstormsecurty. nlfpapers/general/cruciphux). But Apache
isnt as easily hacked as |z, because it cant be taken down by the kiddie
scripts that plague so many unpatched IS servers. (A)

solution: The Center for Internet Security's Apache Bechmark
ClIS Benchmarks enumerate secunty configuration settings and actions that




With securnity advisories such as this that have the potential to boost
business for the security companies making the warning, it's often best
to seek out several sources of information about the seriousness of the

threat. -- MSNBC 16 Sep 2002

Secret: Security companies have their
ownh agendas




Apache and CVE

Lots of vendors ship Apache

Lots of vendors report on Apache issues
* As do the press
* As do weekly journals

Common Vulnerabilities and Exposures

* Dictionary of issues from Mitre
* Cross-reference with vulnerability

da a bas es WESTERN APACHE

ENGC D
» Standardisation and Normalisation ot o -

www.apacheweek.com/security
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Eile Edit

View Go Bookmarks

apache-1.3/src/CHANGES - view - 1.1892 - Mozilla
Tools Window Help

<, [

|% http:/fcws. apache. orgfviewcvs. cagifapache-1.3/src/CHANGES Yre I

QOO

4% Home

EdBookmarks S: RHSA % Google % SecBugs “: RHAT %% Bugzilla bug 49...

5% Apache Week., % Releas

*) SECURITY: CVE-2001-0731 (cve.mitre.org)
Close autoindex /?M=D directory llstlng hole reported
in bugtrag id 3009.
indexes are enabled for a

:

In SO address %‘] http:jfcve. mitre.org/cgi-bincvename. cgizname=CVE-2001-0731

result in a directory list:
than the negotiated index.!
expected. The work around
releases) is to disable Int
directories. [Bill Stodda:

*) Enabled Win3Z2 /0SZ2 /Netware

[« _
[ €& | Done

[ redhat.com | Red Hat Support - Mozilla =

FEile Edit Wiew Go Bookmarks Tools Window Help

@Q O @ Q |% http:ffrhn.redhat.com/errata/RHS I Q_i‘O

4 Home

0 store &

DOWNLOAD

EChE R E D H AT _ -

Solutions Training AboutRed Hat

RED

Products and Services @ Worldwide

Errata >

Updated apache packages available

RHSA-2001:126-29
2002-01-15

Advisory:
Last updated on:

Affected Products: Red Hat Linux 6.2
Red Hat Linux 7.0
Red Hat Linux 7.1

Red Hat Linux 7.2

CVE-2001-0730
CVE-2001-0731

CVEs (cve.mitre.org):

& Security Advisory

L
CVE-2001-0731

EIBookmarks % RHSA % Google % SecBugs “ RHAT % Bugzilla bug 49.

OTTMOIPL

About Hews and
CVE Events

Editorial
Board

Advisory
Council

|ersion: 20020625

an entry on the CYE list, which standardizes names for security
5. It was reviewed and accepted by the CYE Editorial Board
it was added to CWE.

CWE-2001-0731

Apache 1.3.20 with Multiviews enabled allows remote
iption |attackers to view directory contents and bypass the
indexr page via a URL containing the "M=D" query string.

rences

UGTRAD: 20010709 How Google indexed a file with no external

nk

OMFIRM: hitp: A www, apacheweek. com/fissues/01-10-05#security
AMNDRAKE: MDKSA-2001: 077

ID: 2009

F:apache-multiviews-directory-listing{8275)

GL: 20020301-01-P

References are provided for the converntience of the reader to
Fringuish between CWE entries. The list of references s not
pd to be complate.

rested on 20020625,

Compatible
Products




Analysing an Apache issue

* What you need to document

Vulnerability name and identifiers
= Short name, CVE, CERT

Versions affected

Configuration required
= Default? Special configuration?

Impact and severity
= Severity is often hard to catagorise

Work-arounds
Patches




Getting to know you

= What are you running?
* manually
* Nmap
= Are you vulnerable?
*  Exploits flooble¥% susrssbinshttpd —v

e Nessus Server version: Apache-s1.3.22 (Uni

Server built: Jun 19 2002 12:27:G:

= Dependencies

tlooble® telnet localho=st &0
Trying 127.0.0.1. ..
Connected to localhost .
Ezcape character i=s '] "',

HEAD ~» HTTP-1.10

HTTP-1.1 200 0K
Date; Fri. 04 Oct 2002 12:54:06 GHT

Server: Apaches1.3.22 (Unix)




Secret: Go to the source




Response Phase

= What are you going to do about it
What is the impact?
What policies affect it

Upgrade to the latest version?
= Apache Software Foundation recommended

or Phased approach?
or Patch?
or do nothing?

= But make sure your source
isn’t a trojan




Trojan source

* |t's happened to OpenSSH and Sendmail

* But not to Apache
" Yet

: Address :@_'] hkkps f e, openssh, comEckftrojan, ady

OpenisH Security Advisory [(adwv.trojan)
l. 3ystems affected:

OpensiH wersion 3.2.2pl, 3.4pl and 3.4 have been trojaned on the
OpenbBsD £tp serwver and potentially propagated wia the normal mirroring
proceszs to other ftp servers. The code was inserted some time hetween
the 30th and 31th of July. We replaced the trojaned filezs with their
originals at YAM MDT, Aucust lst.
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che.orgdisk/hkkpd)

03-0ct-2002 11:51 4.6 HITP 3erver project

":-.. httpd-2.0.43. tar. q=. asc 053-0ct-2002 - 47 PGP signature
[T EEGIN PGP
sion: PGP 6.5.3

flurble¥ wget http: - wyw. apachel
Connecting to www apache . org: 80N ;
HTTF request =zent. awaliting rE:tulHﬁmmﬂﬂﬂf,
Length: 88,641 [textsplain] =Thad

END» PGP SIGHATURE

11:57:33 (317 .08 KB-=s) — "KEYS' =awved [88641-808641]

flurbleX gpg ——1mpurt EEYS
© Warning: u=ing ins=ecurs memory |
key 2719AF35: public key imported
key A99FYEDD: public key imported
key 302DAS6S: public kev imported
Z2C312D2F: public key imported
ADBB?lCl: public kev imported

Pl B e B o

flurhlef gpg httpd-2.0.43 tar.gz.asc
Signature made Thu 03 Ozt 2002 07:01:01 AM BST using RESA lkey ID 10FDEOYS
Good =ignature from "wrowelcovalent net”
aka "William A. Rowe, Jr. <{wrowe@rowe-clan.net:"
alka "wrowe@lnd. com"
aka "wrowe@apache. org”




Finishing the Policy

= Security response policy for Apache
* Alert Phase
* Analysis Phase
* Response Phase
* Maintenance Phase

= Steps for recovering from compromise
* Don’t believe the press
* LKM rootkits

* CERTCC
* Hope you kept a backup




Secret: Create a Security




Secret: assume you are going

to get hacked




Secret: Keep Backups




Vendor versions

Beneﬁts [ ] Tru st

Works out of the box * Trust the vendors

Customised for the OS analysis
Tested, QA’d * Trust the vendor to

Modules galore (The produce timely critical

kitchen sink) fixes

One source of security Risks
information * Mix and match

Automatic updates * Forced to upgrade
Install and forget * What did they fix
Accountability




Secret: Trust your vendor

(if you don’t then change vendor!)




Backporting

* Confuses everyone * Problems
= |t's no longer Apache! * Version number doesn't

= Sowhy do it? change

_ = Confuses tools
 Customers demand it = Confuses Nessus

* Too many new features = Confuses users
* (Certification * Vendors have their own

Quicker and painless package versioning

upgrades = inconsistent .355\:

g!:'ﬂ:'

Automatic upgrades .e:;:»%
==




Open source myths?

= “Many eyes”
* How many of you have audited Apache?
* OpenSSL vulnerabilities “easily spotted”

 There are other benefits
= No need for FUD

= Apache’s history
* Just Apache
* Normalising to CVE




Apache 1.3.0 to 1.3.29

Typeolissue Severity Yumberof
vulnerabilities

Dendalof Servive Boigh b
Show o directory listing

Read fileson the systen

Crosy Site Seripting

Localprivilege esvalation
Remote RootEaphit

!
J
Remote arbifrary code execution ! !
)
]
I




Secret: Apache is already pretty secure




Denial of Service

= Only interesting if it is easy to do

= Directives to help stop regular DOS
* RLimit* LimitRequest”

it titriptine

Devnnlolvervioe vttt Poolin s ity coene e lly constoreted DU T oo cvrse

' ‘ cerne b teetior Boeltie v o il pooeess, brivpiny vy v vivngd
pronbieh v beve te e clvened by eyt e et
beoetitehgesopportpeyone o bk ok 08D vl podt
perivy onh vt it e spernn oot Do tery et

criste o ber celentsenbv o horpr e berafbeada
ot beebrr i e b g ey v en vy st tha
He v vrntofo ooy repeined tesin gy stere the neveined Lot

Phburbetterynteetior vpeinstbevnnba b




Get docroot directory listings

= Should be a minor impact
* As long as you don’t do something silly

= Disable mod_autoindex unless you need it

Title D oeveription

Requests can cause directory A ovuloerability was fovnd o the Windl portof Apache
listing to be displayed PAT0CN clientsubmitting o very long URToould cause s
directory listing to be returned

Moultiviews can cavse Vohenwultiviens areused tonegotiate the directory
directory listing to be displayed Jindex. Insome configurations, requesting o URTwitha
QUETRYT STRING of W=D could return a directory listing
Requests can cavse directory The defaultinstallation can lead nod negotiation and
listing tobe displayed pod dirormod autodndex to display a directory
listing if o very Tony path woas created artificially by vsing
moany shishes,

Requests can cavse directory A ouserto view the listing of o directory instead of the defoult
listing tobe displayed on N T BTN L page by sending a corefully constructed request,




Local privilege escalation

= One unique issue due to a bug

* local Apache uid can do things as root
= Cause a DOS, Kill arbitrary processes

* You can get Apache uid from CGl, Perl etc
= One issue allowing apache uid “escalation”

D tveripiing
The perm tsstons of the shared memory vyed forthe
seoreboard ollow son attackerw bo con et
the Apuche UID tosend oosignalto sny provess oy oot
preanse s local deninl ol servive attack,

By usong vregulererpresson with more than
c

i

b

l

apturesabufferoverflou canoccurlnmod alla
od oreworite. T 101th1 Hecker v onllo dto
f Ly f it onfiguralion file




Serve arbitrary files

* |t's actually hard to do
* Much easier through a bad CGl or PHP script

* CHROQOT jail solution

T itle D eseription

Rewrite rules thatinclude The Rewrite module,nod rewrite, canallow avcess
referenves allow weeess toany file Jroany file on the wed server, The valoenability oveury
only woith certain specific cases ofvsing regular
erpression references in ReworiteRule directives
Woassvirtval bosting van display A osecurity problem forusersof the moasy virtual hosting
(G lsouree module,nod vhost alias,vouses the source fog
COTtobesentifthe cgti-nin directory isunderthe
documentroot. Bowever itivnotaormalto have your
cpi-bin directory vadera documentroot,

Woass virtval hosting security issue A osecurity problem can occur forsites using massname-
based virtual hosting (vsing the new

pod vhost alias module)orwithspecnl

pod rewrite rules.




Mitigate remote exploits

* Use a CHROOT jail

“This is the best approach we can currently take against such a
monolothic piece of software with such bad behaviours. It is
just too big to audit, so for simple usage, we are constraining
it to within that jail.” -- Theo de Raadt, OpenBSD

/

var/ I home/ I boot/

wWwWw/

‘ htdocs/




Reducing the impact of exploits
= exec-shield

* Provides protection against stack, buffer or function
pointer overflows

* Provides protection against other types of data
overwriting exploits

* Works transparently, - no application recompilation is

necessary
Doesn't negate the need for security updates

= PIE




Reducing the impact of exploits
= SELinux

* Mandatory Access Controls

* Integrated into Linux Kernel

* 10 years of NSA research

* Separates policy from enforcement
* Role-based access control

= SELinux and Apache

* Choose your policy
= High - only display pages in /var/www/html
= Medium - can run CGl scripts in /var/www/cgi-bin
= Low - can display pages in users home directories

* A cracker only gets the same access as the policy
states




Cross Site Scripting (XSS)

= Completely misunderstood
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mod_rewrite canonicalisation

CVE-2001-1072, August 2001

Pass // to most rewrite rules
* |ncluding ones in our own documentation

Wrong!

RewriteRule "/somepath(.*) /otherpath$Sl
[R]

Right

RewriteRule "/+somepath(.*) /otherpath$l
[R]

http://www.awe.com/somepath/fred

...This isn’t fixed!!!




htpasswd races

= CVE-2001-0131, 2001

= Temporary file creation vulnerability

* Any local user can read or modify contents of Apache
password file if they exploit a race when an
administrator runs htpasswd (or htdigest)

* Fixed in some places

* Some Debian distributions (Jan 2001-Jun 2002, Oct
2002+)

» Some Red Hat distributions (Red Hat Linux 7.0+)

...This isn’t fixed!!!




Secrets, finally revealed

Don’t Panic

Make a security policy for dealing with Apache
emergencies

Give good evaluation feedback
Mitigate the risks
Review the secrets




"The only truly secure system is one that is powered off, cast in a
block of concrete and sealed in a lead-lined room with armed guards --
and even then | have my doubts."

-- Gene Spafford

Secret: If this is too much effort, turn off

your server




